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(54) Intelligent processing for establishing communication over the Internet 




(57) A method is disclosed for establishing commu- 
nication between an originating station and a destina- 
tion station over a "computer network such as the 
Internet, for example, i n acc ordance with the invention, 
ifleasTone servi c<attribute>equested by the originat- 
ing station is received over a signaling path. A commu- 
nication path is then established ' between the 
originating and destination stations in conformance with 
the requested service attribute. The signaling path is an 

iout-of-band signaling path with respect to the communi- 
cation path. 
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Description 

Reld of the Invention 

This invention relates generally to a method for 
establishing communication over a computer network 
and more particularly to a method for establishing com- 
munication over the Internet with Intelligent processing. 

Background of the Invention 

Intelligent network telephone call processing is now 
quite common. For example, when an "800" number or 
"toll-free" number is dialed, the call can be routed to a 
regular telephone number, and the charge for that call 
may be billed to the called number. In order to process 
the call, a database is queried to determine or define 
the actual destination for the call. Characteristics con- 
cerning the handling of the call, such as routing, can 
thus involve not only the dialed number, but also various 
other factors, such as the location where the call origi- 
nated, information indicating the history of the caller, 
and the day of the week or the time of day that the call 
is being made. 

FIG. 1 shows in simplified form an intelligent tele- 
phone network 100. Telephone network 100 comprises 
originating stations 102 and 104. destination stations 
114 and 116. and long-distance network 118. illustra- 
tively the AT&T network. Originating stations 102 and 
104 are representative of a plurality of network end- 
points, the remainder of which are not shown for clarify 
of exposition. Only those portions of the telephone net- 
work necessary for completing calls from an originating 
station to a destination station are shown. 

LEG networks 106. 108. 110. and 112 contain 
switching machines 120. 122. 124. and 126. respec- 
tively. Switching machines 120. 122. 124. and 126 are 
capable of connecting to the long distance network 1 18. 
Such switching machines are well known and may be. 
for example, AT&T5ESS switch. Long distance network 
118 comprises switching machines 128 and 130. net- 
work control point (NCP) 1 32 and optional adjunct proc- 
essor 136. NCP 132 is of a type well known in the art. 
an example of which is disclosed in U.S. Patent No. 
4.191.860. Switching machines 128 and 130. NCP 132. 
and AP 136 are interconnected in the manner shown by 
signaling network 138. represented by dashed lines. 
Signaling network 138. which may be an SS7 system, 
for example, allows switching machines 128 and 130 to 
query NCP 132. Information received in response to 
such queries may be returned to the switch in the form 
of data messages. Originating stations 102 and 104, 
destination stations 114 and 116. switching machines 
120. 122. 124 .and 126. and switching machines 128 
and 130 are interconnected by information links 140 in 
the manner shown. Information links 140 are of well 
known types for interconnecting communicating appa- 
ratus and can carry at least voice, data and video. 
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Depending upon the particular arrangement of the 
elements in network 100, switch 128 may. responsive to 
receipt of a dialed number recognized as a number 
requiring "intelligent call processing." launch a query, via 
the signaling network 138. to the NCP 132, in order to^ 
retrieve a dgst ination number that is associa ted with the 
dial ftd number -After the query is launcheSlhe^ 
tion number corresponding to the dialed number may be i / - — 
_ascei3ined_and returned to switch 128. assuming there {/tt * / 
is' an appropriate entry in NCP 132. This destination/!t<>oa.tZl>l«wi? 
number is then used to route the call through the other 
elements of network 100 to the appropriate destination, 
such as destination station 114. 

It should be noted that the signaling path between 
the switches 1 28 and 1 30 and the NCP 1 32, denoted by 
signaling network 138. is distinct from the actual com- 
munication path between any of the origfnating stations 
1 02 and 1 04 and any of the destination stations ' ' 4 and 
116. That is. the query from the switch 128 to the NCP 
132 employs out-of-band signaling to provide intelligent 
call services such as 800. 900 and SDN services. In 
contrast, in-band signaling is carried along the same 
communication path as the data. For example, in a con- 
ventional telephone call, in-band signaling may be 
accomplished by touch tone dialing, in which numbers 
are pressed on the telephone keypad to transmit sig- 
nals. 

Summary of the Invention 

The present inventors have recognized that it would 
be advantageous to provide networks other than the tel- 
ephone network with out-of-band signaling capabilities 
so that an origination station or client may perform a 
transaction having service attributes requiring intelligent 
processing. 

The present invention provides a method for estab- 
lishing communication between an originating station 
and a destination station over a computer network such 
as the Internet, for example. In accordance with the 
invention, at least one service attribute requested by the 
originating station is received over a signaling path. A 
communication path is then established between the 
originating and destination stations in conformance with 
the requested service attribute. The signaling path is an 
out-of-band signaling path with respect to the communi- 
cation path. 

Brief Description of the Drawing '; 

FIG. 1 shows a simplified schematic drawing of a 
known intelligent telephone network. 

FIG. 2 shows an example of individual computer 
networks interconnected via the Internet. 

FIG. 3 shows a flow chart of the steps performed by 
a client to complete a transaction over the Internet in 
accordance with the present invention. 
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Detailed Description 

The network that will be used for illustrative pur- 
poses only to facilitate an understanding of the invention 
is the Internet. However, as one of ordinary skill in the 5 
art will recognize, the present invention is more broadly 
applicable to other computer networks. 

In contrast to the telephone network, the Internet is 
a example of a packet switched computer network hav- . 
ing an open architecture. The Internet is a collection of w 
various heterogeneous networks that may employ dif- 
ferent hardware and different operating systems. While 
the Internet is typically considered a public network, pri- 
vately maintained networks such as Worldnet. for exam- 
ple, may also be classified as Internet networks. These is 
divergent systems communicate via the Internet Proto- 
col (IP). FIG. 2 shows an example of individual compu- 
ter networks 20 and 22 that communicate with one 
another via the internet 28. The networks 20 and 22 
connect to gateways 26 and 24, respectively. Gateways 20 
24 and 26 connect in turn to the Internet 28 via trans- 
mission media 21 and 27. respectively. 

One particular service protocol available on the 
Internet is the World Wide Web (WWW). The WWW 
provides an interface that simplifies the process of 25 
accessing data on the Internet and eases the distribu- 
tion of information. The WWW employs traditional Inter- 
net protocols such as ftp, telnet and email, as well as a 
new iP -based protocol, called the HyperText Transfer 
Protocol (HTTP). The HTTP protocol defines client- 3o 
server interactions primarily to distribute HyperText doc- 
uments which contain plain-text, audio and video. 

In the client-server model of HTTP, a client program 
running on the client's station sends a message over the 
Internet requesting the provision of a service available 35 
from a server program running on a remotely located 
server. The server responds to the request by sending a 
message back to the client. The protocols used to 
exchange these messages include such well-known 
protocols as ftp, gopher and other Internet client-server 40 
protocols, all of which are made available through a 
WWW browser. The HTTP protocol is primarily used to 
deliver HyperText documents from an HTTP server to a 
user. An HTTP server is similar to an anonymous ftp 
server, which delivers files upon a client's request. How- 45 
ever, the HTTP server not only fonwards files to the cli- 
ent, but also forwards the results that are output by 
programs that are executed on the HTTP server or on 
other servers. The programs located on the HTTP 
server that communicate with the client are referred to so 
as gateway programs because they act as a gateway 
between the HTTP server and the local resources on 
the server such as databases. An HTTP server can 
access many different gateway programs upon a client's 
request. 55 

HyperText documents are prepared in the Hyper- 
Text Markup Language (HTML) to be distributed on the 
WWW. HTML allows information to be retrieved in a 



non-hierarchical manner by providing links from one 
document to another on the Internet. The links may con- 
nect the user to documents that employ text, video 
and/or audio. It is this feature of HTML that allows a user 
to select a highlighted portion of a document and 
access a new document stored on a remotely located 
machine. HTML transmits information to HTTP servers, 
which in turn execute appropriate programs, the out- 
comes of which are presented to the user either through 
an HTML page or through a program running on the cli- 
ent. 

In accordance with the present invention, an open 
computer network such as the Internet is provided with 
out of band signaling capabilities so that a client may 
perform a transaction having service attributes requiring 
intelligent processing. The procedure employed by a cli- 
ent to perform such a transaction will be described with 
reference to the network shown in FIG. 2. As seen in 
FIG. 2. an Internet server 23 functions as an agent or 
proxy through which a client or other station may estab- 
lish out-of-band signaling to perform special services. 
The signaling network over which out-of-band signaling 
is achieved may physically reside on the computer net- 
work itself, while being logically disjoint therefrom. If the 
open network over which the invention is employed is 
the WWW. the agent 23 may be an http server that is 
managed by a third-party service provider. The agent 
23. similar to an NCP in the telephone network, contains 
a database of service attributes concerning data paths, 
clients, and other end-point stations and other attributes 
pertaining to the quality of service. Moreover, the agent 
23 may function as a proxy for a client by downloading 
applications that are needed to facilitate the communi- 
cation session requested by the client. That is. the 
agent 23 may act as a virtual server or client on behalf 
of an actual server or client. Additionally, the agent 23 
may transmit applications required to conduct a particu- 
lar session requested by an end-user and which is not 
locally available to the end-user. For example, the client 
may request a multimedia session that requires special 
software only available through the agent 23. For exam- 
ple, agent 23 may be employed to convert MPEG data 
to JPEG data that is recognizable by the client. The 
agent 23 may also establish the data path (i.e.. the in- 
band signaling path) between clients though which data 
will pass. In this role the agent 23 provides a function 
analogous to that provided by an NCP in establishing a 
toll-free telephone call. The agent 23 will typically com- 
municate with other intelligent sources such as NCPs 
located in the telephone network, routing servers, and 
DNSs. for example. 

The client communicates with the Internet via a 
web-browser on an HTTP server. The hardware 
employed by the client may include, but is not limited to, 
a personal computer, a telephone, a workstation, or 
even a television. The client may access the Internet via 
any of a variety of access alternatives, including: a 
Local Area Connection (LAN) such as Ethernet or 
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Token Ring; a private line: a dial connection using PPR 
ISDN BRI or ISDN PR!; an ATM or Frame Relay con- 
nection; a wireless connection; or, a cable connection. 
The client may have the capability of simultaneously 
communicating through multiple access alternatives. 
This capability allows the client to communicate with dif- 
ferent networks to select communications paths based 
on particular application needs. 

The signaling path between the agent and the client 
or other end point station is referred to as out-of-band 
because the signaling path may be different from the 
data communication path. However, the signaling path 
and the data communication path may share portions of 
the same physical link. For example, the signaling and 
data paths may be on the same routed network, but the 
data path may employ a better quality of service path. 
Alternatively, the data path may be routed over a 
packet- switched or circuit switched network. 

FIG. 3 shows a flow chart delineating the steps per- 
formed by a client to complete a transaction over the 
Internet which requires intelligent processing. First, in 
step 300, the client initiates communication with the 
agent that functions in operative cooperation with the 
Internet. Next, in step 301, the client specifies to the 
_a5[erit one or more desired servic6_attd&utes which 

/ ^ Art 



^ luire intelligent processirtgjFor purposes of illustra- 
Nation se^^7^ceatt^Bul^'may■be classified into one of three 
^ categories: end-p^Qlntattributes. path attributes, and call 



attributes. End-point attributes include such attributes 



as the name^and network addres s of the destination sta- 
tion, the type of file transmission that is desired (e.g., 
one-way transmission for file retrieval only or two-way 
file transfer), and the media to be employed {e.g.. audio, 
text, video, etc.). Path attributes s pecify the communica- 
tion medium to be employed (e.g.. telephone network, 
ATM. frame relay, etc.) and the quality of service that is 
desired. Call attributes include billing preferences (e.g. 
specifying the party" who will pay for the call), the time 
and date at which the call is to be initiated, call autFen- 
ticajj on requir^e ments. and whether proxy services will 
^be required to perform a task such as downloading an 
application, for example. 

The agent establishes the appropriate data path in 
step 302 upon receiving a call request having specified 
call attributes. The agent communicates with various 
switches located in the networks of the originating client 
and the destination client to properly established the 
communication session. The agent may employ other 
end-point stations to initiate the call set-up. or alterna- 
tively, the agent may designate a proxy to connect orig- 
inating and destination stations in those situations 
where communication formats between the stations are 
not compatible. The agent performs these functions by 
maintaining an updated database that includes the 
identification of_e nd-point station SL having the capability 
oT^roviding special s^ervice attribu les. a list of the vari- 
ou s service attributes a vailable to the agent, and availa- 
ble data paths. Finally, in step 303, after the connection 



h as bee n established in accordance with the^ service 
^^^aSribuS' requested by the client, the client conThnur 
cates with the destination station in a conventional man- 
ner. 

5 The following discussion provides additional details 

concerning the functionality of the agent when operat- 
ing on the Internet. As previously noted, th e client^ initi - 
ates a call by makino a call r equest using, for example a 
web-page. The request may include one or more 

w desired^se ryice attributes . Once the client makes a 
selection on the web-page, the web-page forwards the 
request to the agent. The agent screens the request to , 
determine if the call needs special processing. If such 
special processing is required because certain service 

15 attributes have been specified, the agent makes an 
appropriate _database query t o complete t he cal l. The 
agent is conlnected to various databases via a back- 
bone network connected to the signaling network. The 
backbone network may be the public Internet, a pri- 

20 vately owned Internet, or other data network dedicated 
to the signaling network. 

As previously noted, the databases queried by the 
agent facilitate the implementation of various service 
attributes. In addition to the service attributes previously 

25 mentioned, additional service attributes may include: 
a ddress validation. ( of the, calling and called parties); 
authentication/security check: cr edit card validation ;^ bill - 
ina^ jiecQTd generation ; application translation service; 
application hosting service; customer care; close user 

30 group addressincj : and directory services. Other service 
attributes may pertain to protocol address transla tion, 
e.g., from IP to IP (such as from a virtual IP addressjo 
a real addres s), from IP to ATM, from IP to a telephone 
number, or from IP to MAC. Of course, the enumerated 

35 list of servica attributes is presented for illustrative pur- 
poses only More generally, the invention is applicable to 
an agent that implements any service attribute that may 
be desired. 

The agent determines the appropriate database or 

40 databases to be queried based on th e service attributes 
that the client requests. For example, if the client 
requests a service attribute that it cannot execute itself, 
the agent cooperates with an "application translation 
service" processor 30 (see FIG. 2). which may transmit 

45 the appropriate software to the client so that the client 
can execute the requested application, or alternatively, 
the agent requests the application translation service 
processor to translate the application into a form that 
the client can execute. In the latter case the application 

50 translation processor 30 may elect a proxy server in the 
network along the communication/data path to receive 
the application from the called party , translate it into a 
forrn that the calling party can execute, and then forward 
it to the callingparty. 

55 ~ Some database queries may arise when the client 
requests receipt of a video file over a broadband net- 
work having a high quality of service. In this situation the 
agent cooperates with the "application hosting service" 
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32 to locate an ap plicatiorL5.erver in the network that 
can transmit the requested file over a broadband net- 
work. After such a determination is made, the agent 
makes the appropriate address translations using the 
"address translation service" to ensure that the client 
and server are provided with pro per addifi §sgSw(e-g. 
ATM addresses) to establish a call on a broadband net- 
work. 

Many applications require authentication for secu- 
rity reasons. The agent auth enticates a client by query- 
ing a database. Similarly, services that require provision 
of a credit card number can use a service that allows the 
agent to either verify the card number or simply obtain 
the credit card number from a database 34 and com- 
plete the call. 

The agent may also determine the type of commu- 
nication path that needs to be established between the 
calling and the called party, regardless of whether the 
communication path employs the public Internet, an 
Internet privately owned and managed, the circuit 
switched telephone network, or a packet net work sue 
as a ATM or Frame Relay network. fThe~agerit deter- 
mines the appropri ate comTfuirncattan pathJ based on 
either the^i^uest of the client (calling or called) or 
based on the quality o f servic e requirements of a partic- 
ular application" operating between the called and call- 
ing party. For example, depending on whether the 
application is point-t o-point or multipoint, the agent may 
select one of the following types of end point connectiv- 
ities: one-to-one; one-to-may; many-to-many; or many- 
to-one. 

The agent may also determine whether a conven- 
tional signaling query (such as CCS-7, for example) is 
needed in addition to the out-of-band signaling per- 
formed over the Internet. If a conventional signaling 
query is required, the agent generates the appropriate 
signaling message and transmits it to the conventional 
signaling network on behalf of the client. For example, 
conventional signaling may be required when providing 
800 data service. In this case conventional signaling 
occurs to perform the translation in an NCP of the 800 
number to the actual endpoint telephone number. 

The agent may be arranged in a centralized or dis- 
tributed manner. For example, the agent can be func- 
tionally subdivided such that different functions reside 
on separate physical devices. Similarly, the agent may 
employ single or multiple processors to communicate 
with the various databases that are required. The sign- 
aling protocol that operates between the agent and the 
processors may be IP-based (e.g., hhtp , or other IP- 
based protocols). The protocol operating between the 
client and the agent and between the agent and the 
databases may be different than the protocol operating 
between the agent and the processes. 

Claims 

1 . A method for establishing communication between 



an originating station and a destination station over 
a computer network, said method comprising the 
steps of: 

5 receiving over a signaling path at least one 

service attribute requested by the originating 
station; and 

establishing a communication path between 
the originating and destination stations in con- 
w formance with said requested service attribute, 

wherein said signaling path is an out of band 
path with respect to the communication path. 

2. The method of claim 1 wherein said computer net- 
15 work is the Internet. 

3- The method of claim 2 wherein said Internet 
employs a protocol conforming to the World Wide 
Web. 

20 

4. The method of claim 3 wherein said protocol 
includes the Hypertext Transfer Protocol. 

5. The method of claim 1 wherein said computer net- 
25 work is a privately maintained network, employing 

an Internet Protocol. ^ 

6. The method of claim 1 wherein said signaling path 
is part of a signaling network that includes an agent 

30 for receiving said at least one requested service 
attribute. 

7. The method of claim 6 wherein said signaling net- 
work physically resides on said computer network. 

35 

8. The method of claim 6 wherein said agent is an 
Internet server or an HTTP server. 

9. The method of claim 6 further comprising the step 
40 of establishing communication between the agent 

and at least one database containing data pertain- 
ing to said at least one requested service attribute. 

10. The method of claim 9 wherein said service 
45 attributes are selected from the group consisting of 

end -point attributes, path attributes, and call 
attributes. 

11. The method of claim 6 further comprising the step 
50 of downloading from the agent to the originating 

station an application required to establish the com- 
munication path with said requested service 
attribute. 

55 12. The method of claim 1 wherein said originatirig sta- 
tion is selected from the group consisting of a per- 
sonal computer, a telephone , a workstation, and a 
television. 
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13. The method of claim 2 or 3 or 4 wherein communi- 
cation between said originating station and the 
Internet is established over a local area connection 
or over a private connection or over a dial connec- 
tion or over an ATM connection or over a cable con- 
nection. 

14. The method of claim 2 wherein said originating sta- 
tion simultaneously establishes communication 
with first and second computer networks over two 
access alternatives selected from the group con- 
sisting of a local area connection, a private line, a 
dial connection, an ATM connection, a Frame Relay 
connection, a wireless connection and. a cable con- 
nection. 

15. The method of claim 10 wherein said end-point 
attributes include name and network address of 
said destination station, type of media content, and 
type of file transmission. 

16. The method of claim 1 5 wherein said path attributes 
include quality of service and type of communica- 
tion medium. 

17. The method of claim 15 wherein said call attributes 
include billing preferences, time and date of call ini- 
tiation, and call authentication requirements. 

18. The method of claim 9 wherein said service 
attributes include protocol address translation or a 
type of end -point connectivity. 

19. The method of claim 6 further comprising the step 
of establishing communication between the agent 
and a database located in a circuit- switched net- 
work. 

20. The method of claim 19 wherein said circuit- 
switched network is a telephone network. 

21 . The method of claim 1 wherein said communication 
path is established at least in part over a circuit- 
switched network and/or a broad-band network 
and/or a frame-relay network and/or a first network 
of a first type and a second network of a second 
type. 

22. The method of claim 11 wherein said requested 
service attribute is specified as a quality of service 
requirement. 

23. The method of claim 1 wherein said signaling path 
employs at least in part an HTTP protocol or a TCP 
protocol. 

24. The method of claim 1 wherein said protocol 
address translation is from IP to MAC or to ATM or 



to a telephone number. 

25. A method for providing communication between an 
originating station and a destination station over a 
5 computer network having a communication path 

with user-defined quality of service options, said 
method comprising the step of: 

transmitting to the originating station over a sig- 
'0 naling path on the computer network a signal 

requesting selection of quality of service; 
receiving, in response to said request, at least 
one quality of service option requested by the 
user; 

15 establishing a communication path between 

the originating and destination stations in con- 
formance with said requested quality of service 
option, wherein said signaling path is an out of 
band path with respect to the communication 

20 path. 
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